
Regenerating Passwords from RoboForm's Password Generator



JOE GRAND BRUNO
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HACKING TIME









https://www.youtube.com/watch?v=KEkrWRHCDQU


POORLY SEEDED PRNG



POORLY SEEDED PRNG

▸ Cryptography and Network Security: Principles and Practice





POORLY SEEDED PRNG
▸ Netscape Navigator (1995) 
▸ D-Link DWR-932B Router (2016) 
▸ QtPass (2018) 
▸ Kaspersky Password Manager (CVE-2020-27020) 
▸ Telenot CompasX  (CVE-2021-34600) 
▸ Milk Sad (CVE-2023-39910) 
▸ RoboForm < 7.9.14 (Joe & Bruno's talk)

https://people.eecs.berkeley.edu/~daw/papers/ddj-netscape.html
https://pierrekim.github.io/blog/2016-09-28-dlink-dwr-932b-lte-routers-vulnerabilities.html#weak-wps-pin-generation
https://github.com/IJHack/QtPass/issues/238
https://www.ledger.com/blog/kaspersky-password-manager
https://www.x41-dsec.de/lab/blog/telenot-complex-insecure-keygen/
https://milksad.info/


ROBOFORM
▸ The first (?) password manager circa 2002 
▸ "Used by millions of people worldwide" 
▸ "Individual users and small businesses, to 

government agencies and leading Fortune 
500 companies" 

▸ Siber Systems 
▸ roboform.com



CHANGELOG

▸ roboform.com/news-windows/



PROCESS
▸ Memory analysis: Cheat Engine 
▸ Static analysis: Ghidra 
▸ Dynamic analysis: x64dbg 
▸ Custom wrapper: Visual Studio

https://www.cheatengine.org/
https://ghidra-sre.org/
https://x64dbg.com/
https://visualstudio.microsoft.com/


CHEAT ENGINE





GHIDRA





X64DBG





WRAPPER CODE























BEHIND THE SCENES



BEHIND THE SCENES



DISCLOSURE
1. Search for RoboForm disclosure policy 

2. Can't find disclosure policy 

3. Joe and Bruno discuss getting sued 

4. Joe and Bruno share story with Kim Zetter (WIRED) 

5. Kim contacts RoboForm for comment 

6. Kim receives no meaningful comment 

7. Kim releases article 

8. Joe and Bruno release video 

9. Joe and Bruno give DEFCON 32 talk



FUTURE WORK
▸ Evaluation of versions >= 7.9.14 
▸ Dean Pierce: > 600x speed improvement (!) per core 
▸ https://github.com/pierce403/roboform-wordlists 

▸ ???

https://twitter.com/deanpierce
https://github.com/pierce403/roboform-wordlists


RESOURCES
▸ RoboForm Password Regeneration (Joe's website) 
▸ How Researchers Cracked an 11-Year-Old Password to a $3 Million Crypto 

Wallet (WIRED) 
▸ I hacked time to recover $3 million from a Bitcoin software wallet (YouTube)

https://grandideastudio.com/portfolio/security/roboform-password-regeneration/
https://www.wired.com/story/roboform-password-3-million-dollar-crypto-wallet/
https://www.wired.com/story/roboform-password-3-million-dollar-crypto-wallet/
https://www.youtube.com/watch?v=o5IySpAkThg


The End!


