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REVERSE ENGINEERING  
A LEDGER NANO X  
HARDWARE IMPLANT

https://joegrand.com/
https://tropicon.org/


https://www.youtube.com/watch?v=dT9y-KQbqi4


FIRST CONTACT



Reddit: "Nano X" being sold to steal your crypto, August 2025

https://www.reddit.com/r/ledgerwallet/comments/1msi594/nano_x_being_sold_to_steal_your_crypto/




HARDWARE ESPIONAGE



- Not all devices follow the rules 

- Operate in ways unintended by the original designer 

- Can provide unexpected / alternate behavior 

- Can exist within any layer of the product 

- HW, FW, or SW modification 

- Supply chain attacks 

- Malicious / corrupt / deceived insiders 

- Could be implemented at any part of the lifecycle 

- Each step is an opportunity for compromise

HARDWARE ESPIONAGE



Supply Chain Security: If I were a Nation State, Huang, BlueHat IL 2019
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- Legitimate devices, original locked STM32 MCU replaced w/ unlocked version 
running malicious code 

- Compromised recovery seed generation 

- Fixed number of pre-generated seed phrases instead of randomly generated 

- Sold on Russian marketplace 

- www.kaspersky.com/blog/fake-trezor-hardware-crypto-wallet/48155/ 

- blog.trezor.io/stay-safe-shopping-for-hardware-wallets-543f144e3d24

TREZOR ONE + MODEL T



TREZOR ONE



TREZOR MODEL T



TREZOR MODEL T



- Add circuitry in tandem w/ normally functioning system 

- Injection point depends on product / attack goal 

- Connects to internal communication buses, control signals, user-facing interfaces 

- Capture, replay, spoof, MITM 

- Can create backdoor / remote access, dump / exfiltrate data, manipulate memory

HARDWARE IMPLANTS



LEDGER NANO X
- Tampered devices sent to customers leaked via June 2020 database breach 

- Legitimate Ledger w/ implanted USB thumbdrive soldered to test points 

- Phishing attempt by stealing user's cryptocurrency recovery seed via malware 

- www.reddit.com/r/ledgerwallet/comments/o154gz/
package_from_ledger_is_this_legit/ 

- www.bleepingcomputer.com/news/cryptocurrency/criminals-are-mailing-altered-
ledger-devices-to-steal-cryptocurrency/



LEDGER NANO X



LEDGER NANO X



ACQUISITION









TEARDOWN

















HW REVERSE ENGINEERING



Ledger Nano X Security Target v1.2





FRONT-SIDE MODIFICATIONS
- Battery has reduced size in order to fit implant 

- Fixed 10k resistor replaces NTC thermistor 
from original battery 

- Fuel gauge resistor bypassed to always appear 
100% full



BACK-SIDE MODIFICATIONS





IMPLANT MCU         OLED SPI INTERFACE



WHY?
- Watch while user enters PIN, steal device at a later date? 

- See transaction amounts to determine if user is worth targeting for robbery? 

- Capture recovery seed during initial setup or restore?



INTERFACING



RF
- Antenna = 8 cm hand-wound coil -> f ≈ 937 MHz @ 1/4 wave 

- HackRF + hackrf-spectrum-analyzer to identify transmissions?

https://github.com/pavsa/hackrf-spectrum-analyzer


RF



OLED
- OLED connects to the Nano X Secure Element via Serial Peripheral Interface (SPI)  

- Monitor SPI w/ Logic 8 Pro to get a sense of activity





USB
- Soldered DP/DM test points to USB Type A connector 

- BOOT pin pulled HIGH (VUSB/+5V) -> Bootloader 15 seconds -> 3x USB CDC-ACM + 
1x RNDIS 

- BOOT pin pulled LOW -> Ports appear for 1 second then disappear
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https://docs.openluat.com/air700emq/

https://docs.openluat.com/air700eaq/
https://docs.openluat.com/air700emq/product/


MCU
- QFN-20 / UFQFPN-20 

- 3 x 3mm, 0.5 or 0.6mm pitch 

- Can't find any matching from US/Europe



SWD
- JTAGulator for initial debug interface verification 

- OpenOCD + SEGGER J-Link 

- ARM Cortex-M0+, 32KB Flash, 8KB RAM 

- No code protection!













UART
- Two UART interfaces available on Luat Air700E 

- MAIN_TXD/RXD: Connects to MCU @ 115.2kbps, 8N1 

- DBG_TXD/RXD: 115.2kbps then switches to 6Mbps for continuous output ala USB

(E) Welcome to EiGENCOM D-Fota Time! 
 ___      _____ ___ _____  _ 
| _ \    |  ___/ _ \_   _|/ \ 
|| \| -- | |_  || || | | / _ \ 
||_/| -- |  _| ||_|| | |/ ___ \ 
|___/    |_|   \___/ |_/_/   \_\ 

(C) Copyright 2020, All Rights Reserved. 
(V) Version(2.5), Built @Jan 22 2024 17:20:56 

uart(0) urc baud: 115200 
total length(40): 
[1/1] 6a790221864850f6b5d9022194f8a221944850f6afd9944b1d78002de9d1099b002be6d0d4f87e31 
no par(0x5846) found! 
exit... 
bootloader flashXIPLimit(0x809978), try normal boot system start!



eSIM
- Embedded Subscriber Identity Module 

- MFF2 (Machine Form Factor 2) ala DFN-8 
5x6mm 

- Can communicate w/ it like a physical SIM card 

- Microchip SEC1110 PC/SC evaluation board -> 
smartcard extender -> DFN-to-DIP adapter 

- PySim

https://www.microchip.com/en-us/development-tool/evb-sec1110
https://github.com/osmocom/pysim
















Card info: 
Name: UICC 
ATR: 3b9e96801fc78031e073fe211b66d0024421150072 
ICCID: 89314404001365967271 
Class-Byte: 00 
Select-Ctrl: 0004 
AIDs: a0000000871002 

IMSI (subscriber identity): 082940401738767429 
MCC: 204 (Netherlands) 
MNC: 04 (Vodafone NL) 
MSIN: 01738767429 

Service Provider Name (EF.SPN): 0044415441204F4E4C59 ("DATA ONLY") 
SMS Parameters (EF.SMSP): "Vodafone" 

EF.EPSLOCI -> Philippines (Smart, 515-03) 
EF.LOCIGPRS -> USA (T-Mobile, 310-260)



MCU

eSIM
Cellular  
Modem

Antenna



FW REVERSE ENGINEERING (MCU)







- Glyphs corresponding to a-z stored at 0x4d00-0x4e40 

- Implant monitors SPI traffic between Nano X Secure Element and OLED 

- Template matcher functions look for the glyphs 

- Contents transmitted via cellular module 

- Recovery seed/wallet backup

FIRMWARE (MCU)



- Glyphs corresponding to a-z stored at 0x4d00-0x4e40 

- Implant monitors SPI traffic between Nano X Secure Element and OLED 

- Template matcher functions look for the glyphs 

- Contents transmitted via cellular module 

- Recovery seed/wallet backup

FIRMWARE (MCU)



FINAL WORDS



- More FW reverse engineering 

- Explore MCU <-> Air700E UART interface 

- Monitor / MITM cellular transmissions 

- srsRAN 4G + SignalSDR Pro 

- Learn more about the adversary 

- Who, what, where, how successful the attack has been

FUTURE WORK

https://srslte.com/4g
https://github.com/signalens/signalsdrpro/


- Check hardware integrity against known-good pictures 

- Follow best practices when buying a device 

- Directly from Ledger or authorized resellers 

- Ledger is looking into further hardening for future products 

- Nano Gen5 has a sealed unibody for tamper evidence

LEDGER

https://support.ledger.com/article/4404382029329-zd
https://www.ledger.com/academy/topics/ledgersolutions/best-practices-to-securely-buy-ledger-signer
https://shop.ledger.com/
https://shop.ledger.com/pages/resellers
https://shop.ledger.com/products/ledger-nano-gen5


- Risks of hardware espionage and supply chain attacks are real 

- The Ledger Nano X hardware implant exfiltrates data displayed on the screen 

- Monitors the OLED's SPI bus, detects letters used in recovery seed, 
transmits over 4G LTE 

- New iteration of implant has already been spotted

SUMMARY

https://www.ledger.com/academy/topics/ledgersolutions/best-practices-to-securely-buy-ledger-signer


¡GRACIAS!


