
behind the scenes of THE DEFCON 27 BADGE

joe Grand aka kingpin



badge history



• create a game to encompass the defcon experience 

• use technology to bring community together 

• accessible to ALL defcon attendees

goals



• states denoted by led patterns 

• advance to the next state by completing tasks 

• some require discovery of magic tokens 

• all require interaction with other people 

• when all tasks are complete, celebrate

gameplay / badge quest



gameplay / badge quest



Hardware

POWER

MCU

LED DRIVER

PIEZO

ANTENNA

NFMI

LED

LANYARD STRAP



• LANYARD 

• LANYARD CLIP 

• watch strap 

• HEADBAND 

• BROOCH / AMULET 

• ???

Mounting Options
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MCU

• NXP kl27 

• ARM-CORTEX M0+ 

• 64KB FLash, 16KB SRAM 

• DC27: GPIO, I2C, LPTMR, TPM,  UART (2)
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• Near Field Magnetic Induction 

• low power, non-propagating field between devices 

• designed for short range data and / or audio transfer (< 1m) 

• hearing aids, wireless ear buds, body area network / Tactical
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• NXP MIGLO 

• nxh2261 = nfmi + arm 

• internal eeprom (firmware)                                                         

programmed via i2C  on power-up 

• uart to / from kl27 

• GPIO for status / interrupt 

• 10.58Mhz carrier, 596kbps 

• custom multi-badge data transfer code by nxp for dc27 

• LPBroadcast_NXH_DC27.eep.h
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NFMI

• DATA PACKET aka "packet of infamy" 

• broadcast to any device within range



led DRIVER

• Texas instruments LP5569 

• 1.5x charge pump = high vf leds @ low vin 

• automatic power save mode (10uA) 

• each led individually addressable, dimmable (12-bit PWM @ 20khz) 

• current output varies per color, set on power-up (8-bit, 100uA step)
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early concepts



Prototyping / DEVELOPMENT



Prototyping / DEVELOPMENT



• adventures at the tucson gem show 

• 48 shows over two weeks, ~50k people 

• 36 hours to find supplier 

• Retail vendors / hotel rooms -> Wholesale -> 

Mine Owner-> Factory 

HUNTING FOR TREASURE



HUNTING FOR TREASURE



• Hand cut quartz crystal 

• raw material from brazil 

• naturally fractured, strength varies 

• dyed colors for non-human badges 

• crafted by yee on gems & jewellery

gemstone fabrication



gemstone fabrication



gemstone fabrication



gemstone fabrication



gemstone fabrication



• 85% of FLash (56kB), 33% of RAM (5.3KB) 

• ~3K physical source lines of code in dc27_badge.c (main)

Firmware



• nxp MCUXpresso IDE 10.2.1 

• FRDM-KL27Z SDK 2.4.1

DEVELOPMENT ENVIRONMENT (SW)



• swd (arm serial wire debug) 

• NXP LPC-Link2 

• Tag-Connect TC2050-IDC-NL-050-ALL (normal orientation)  

• trim alignment pins if using w/ mounted gemstone 

• vtref provides 1.8V i/o level to debug probe

DEVELOPMENT ENVIRONMENT (HW)



• uart 

• 1.8V @ 115200, 8N1 

• debug output / system status 

• command-based interactive mode 

• will enter automatically if rx line is pulled high 

• must exit w/ ctrl-x
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• 4 layer 

• vias 

• mechanical & laser 

• epoxy-filled via-in-pad 

• minimum hole = 0.125mm (~0.005") 

• trace / Space = 0.1mm (~0.004") 

• footprints 

• xfbga-36 (3.5 x 3.5mm) 

• wlcsp-48 (3.72 x 2.79mm) 

• dfn-4 (1 x 1mm)

pcb specifications



pcb FABRICATION



pcb ASSEMBLY



X-RAY



• WINDOWS w/ MCUXPRESSO + LPC-link2 

• CMD script to program KL27 

• power on self test 

• inspection of leds (VISIBLE) and PIEZO (AUDIBLE) 

• detection / configuration of NXH2261 + LP5569

programming / testing



final assembly



• Human, WHITE: 26,500 

• Goon, red: 550 

• Speaker, blue: 375 

• VENDOR, PURPLE: 250 

• Press, green: 250 

• VILLAGE, ORANGE: 250 

• CONTEST, YELLOW: 250 

• ARTIST, LIGHT BLUE: 100 

• CFP REVIEW, GREY: 45 

• UBER, BLACK: 20

numbers

(BEFORE GEMSTONE attachment)



• BADGES w/ SPECIAL FLAG enabled 

• Arts & Entertainment: Natural Agate 

• Speaker: Brazilian Sodalite 

• Village: Honey Jade 

• Contest: Purple Jade 

• Parties: banded AgatE

MAGIC TOKENs



battery life

• cr2032 3V lithium coin cell 

• 225mah to 2V 

• Power up: 4.2mA 

• attract mode: 2.3 - 4.6mA 

• sleep mode (NFMI ENABLED) 

• 0.41 - 2.0mA 

• 0.61mA AVERAGE 

• MINIMUM DESIRED LIFE = 4 days (96 hours) -> 2.3mAh average



• INSTALLATION BY ZEBBLER STUDIOS 

• DC27 chillout lounge 

• video mapping changes in real-time based on badge DATA 

• BADGE -> LEVEL TRANSLATOR -> RASPBERRY PI -> Osc -> resolume

Interactive artwork



Interactive artwork



• time frame 

• COMMUNICATION w/ PCB FAB 

• using unfamiliar technologies / non-standard materials 

• break project into small biteS 

• all problems have a root cause

CHALLENGES / insights



• Data transfer 

• covert message passing (no rf signature) 

• robotics (location tracking / sensing) 

• blinkenlights 

• general purpose arm dev. environment 

• ???

future use



A Global Effort

Blue Marble, Reto Stöckli, NASA Earth Observatory 



• DC27 Hardware Hacking Village (HHV) 

• extra materials (Gemstones, components, batteries) 

• Real-life Engineer from NXP 

• design documentation, code, etc. 
• www.grandideastudio.com/portfolio/
defcon-27-badge/

resources



enjoy the CON!

@JOEGRAND | www.grandideastudio.com


