BEHIND THE SCENES OF THE DEFGON 27 BADGE

JOE GRAND AKAKINGPIN
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GOALS

» CREATE A GAME TO ENCOMPASS THE DEFCON EXPERIENGE
» USE TECHNOLOGY TO BRING COMMUNITY TOGETHER
» ACCESSIBLE TO ALL DEFCON ATTENDEES




GAMEPLAY / BADGE QUEST

» STATES DENOTED BY LED PATTERNS

- ADVANGE TO THE NEXT STATE BY COMPLETING TASKS
» SOME REQUIRE DISCOVERY OF MAGIC TOKENS
» ALL REQUIRE INTERAGTION WITH OTHER PEOPLE

» WHEN ALL TASKS ARE GCOMPLETE, GELEBRATE
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MCU

* NXP KL27/
- ARM-CORTEX MO+
» 64KB FLASH, 16KB SRAM
- DG27: GPIO, 12C, LPTMR, TPM, UART (2)
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NEMI

» NEAR FIELD MAGNETIC INDUCTION
- LOW POWER, NON-PROPAGATING FIELD BETWEEN DEVIGES
» DESIGNED FOR SHORT RANGE DATA AND / OR AUDIO TRANSFER (< TM)
» HEARING AIDS, WIRELESS EAR BUDS, BODY AREA NETWORK / TACTICAL




NEMI

Us R2 R3
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» INTERNAL EEPROM (FIRMWARE) = | ——

F5 SWDIO/UART RX (input)

Address: 0x10

0.47uF gm; D1 Sleep/Send/Sniff mode (output)
SWM9 |=P2  Sleep/Sniff mode (output)
0.47uF VRX SWMI0 UART RX/nPacket Detect state (output)
SWMI1 Packet detected
0.47uF VTX
- VTX SWM12
SWM13
IFSEL/SWM14
[ D6 | VSSSUB SWMI5 12C Bus Mode

M SWMI6
SWM17

» UART TO / FROM KL27 -

L4 RESERVED2

RESERVED3
MTNF6040FS3R7JTFY01 RESERVED4

RESERVEDS

» GPIO FOR STATUS / INTERRUPT
- 10.58MHZ GARRIER, 536KBPS
» CUSTOM MULTI-BADGE DATA TRANSFER CODE BY NXP FOR DC27/

- LPBROADCAST_NXH_DC2/.EEPH

A1l MiGLO



NEMI

» DATA PACKET AKA "PACKET OF INFAMY*
- BROADCAST TO ANY DEVICE WITHIN RANGE
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LED DRIVER

* TEXAS
* 1.9X
» AUTC

INSTRUMENTS LP3569
CHARGE PUMP = HIGH VF LEDS @ LOW VIN

MATIC POWER SAVE MODE (10UA)

» EACH LED INDIVIDUALLY ADDRESSABLE, DIMMABLE (12-BIT PWM @ 20KHZ)
» GURRENT OUTPUT VARIES PER GOLOR, SET ON POWER-UP (8-BIT, 100UA STEP)
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HUNTING FOR TREASURE

» ADVENTURES AT THE TUGSON GEM SHOW

* 48 SH(

» 36 HOL

» RETAIL VENDORS / H
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GEMSTONE FABRICATION

- HAND CUT QUARTZ CRYSTAL
- RAW MATERIAL FROM BRAZIL
» NATURALLY FRACTURED, STRENGTH VARIES
- DYED COLORS FOR NON-HUMAN BADGES
» CRAFTED BY YEE ON GEMS & JEWELLERY




BRIC

CATION




110N

=L

o

ol

P D)

XDIJJ

=L
L
g g

MSTUN

T

-




IBRICATION

— 5
Ll

TUNE

[ B
N
/

M

T

-




EMS
GEMS TONE FABRICATION

e »




FIRMWARE

» 85% OF FLASH (56KB), 33% OF RAM (5.3KB)
» ~3K PHYSICAL SOURCE LINES OF CODE IN DG27_BADGE.C (MAIN)




DEVELOPMENT ENVIRONMENT (SW)

» NXP MCUXPRESSO IDE 10.2.1
- FRDM-KL27Z SDK'2.4.1

File Edit Source Refactor Navigate Search Project ConfigTools Run FreeRTOS Window Help

H-HQ B ARV @ DN PIBNLe SR PIERRR G S PLIKFH -0 "%~ ® - (D E N

G v Fleo Oy Quick Access - @|
&5 Proj.. 2 [l Boo.. B Peri... Il Regi... .= B8  [g dc27_badge.c 2 | [c] LPBroadcast NXH_DC27.eep.h <) peripherals.h

Al e e
. 672 ERREEER R R R ER R R R R R xR Functions EEEREERRREEER KRR R KRR R RNk
4 h‘% dc27_badge 673 FEREERR R R R ER R R R T RR R R R AR KRR R R KRR RR R ERRRRRERE AR |
» @ Project Settings 674
b 3% Binaries 6758 /*
b @ Includes 676 * @brief Application entry point.

. 677 */
i S EMSLS 678 int main(void)
: oar

(5 drivers static int b = 1;
2 source
b [ dc27_badge.c // Initialize board hardware

b [h LPBroadcast NXH_DC27.eep.h g::g:i:i::x:gzzgz),
b g mtb.c BOARD_InitBootPeripherals();
b € semihost_hardfault.c
> (2 startup // Initialize host console
> (2 utilities DbgConsole_Init(UART2_BASE, UART2_config.baudRate_Bps, DEBUG_CONSOLE_DEVICE_TYPE_UART, UART2_CLOCK_SOURCE);

& Debug // Disable LPUART interrupts during power-up to avoid receiving data before we're ready
& doc DisableIRQ(LPUART®_SERIAL_RX_TX_IRQN);
. dc27_badge LinkServer Debug.launch
B8 dc27_badge LinkServer Release.launch // Other initialization
. dc27_badge.mex SMC_SetPowerModeProtection(SMC, kSMC_AllowPowertodeALL); // Configure power mode protection settings
CLOCK_SetClkOutClock(@); // Disable CLKOUT on power-up (used for NXH2261 calibration only)
SysTick_Config(SystemCoreClock / 1@00U); // Set systick reload value to generate 1ms interrupt (for delay)
SysTick_DelayTicks(1@e0); // Start-up delay
Q) Quic.. ®=Glo.. (®)=Vari.. 9 Bre.. 9= Outl. & = B A2(_Relensebue();
ISR ] \3 o ¥ v // Send messages to console
=rr—T v n PRINTF(msg_welcome);

DC27_Gamelnit(void) : void L ——
DC27_UpdateState(void) : void (@) Installed SDKs 52 ) Console [T] Properties [#] Problems &g Progress [J Memory % Debug Expressions _ge Call Hierarchy
DC27_UpdateDisplay(void) : void

DC27_UpdateFlags(bool) : void

DC27_IncrementFlag(void) : int @ Installed SDKs

DC27_PrintBadgeType(badge_type_t) : void

DC27_PrintState(void) : void To install an SDK, simply drag and drop an SDK (zip file/folder) into the 'Installed SDKs' view.

DC27_PrintPacket(struct packet_of_infamy) : void Name SDK Version Manifest Ver... Location SDK Details

DC27_ProcessPacket(void) : void -
DC27_InteractiveMode(void) : void |  SDK_2x FROM-KL27Z 241 330 C \FRDM-KL27Zzif ~ Selected SDK content.

DC27_ASCHArt(uint8_t*) : void
KL_Flash_Init(void) : int

’ Writable Smart Insert 700:32 NXP MKL27Z64x00¢4 (dc27 badge)



Ll

NI

T

M

IRUI

/

\ J
\

\

\




DEVELOPMENT ENVIRONMENT CHW)

» UART
» 1.8V @ 115200, 8N1
» DEBUG OUTPUT / SYSTEM STATUS
» COMMAND-BASED INTERACTIVE MODE
» WILL ENTER AUTOMATICALLY IF RX LINE IS PULLED HIGH
» MUST EXIT W/ GTRL-X

Mates to Harwin M20-8770442 or compatible

P1

DNP 1V8




PCB SPECIFICATIONS

* 4L AYER
* VIAS
» MECHANICAL & LASER
» EPOXY-FILLED VIA-IN-PAD
» MINIMUM HOLE = 0.125MM (~0.005%)
» TRACE / SPACE = 0.1TMM (~0.004")
* FOOTPRINTS
» XFBGA-36 (3.5 X 3.5MM)
- WLCSP-48 (3.72 X 2.79MM)
* DFEN-4 (1 X 1MM)
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NUMBERS

26,9500

, WHITE

* HUMAN

O
L
(@ N

* CONTEST, YELLOW

(BEFORE GEMSTONE ATTACHMENT)



MAGIC TOKENS

» BADGES W/ SPEGIAL FLAG ENABLED
» ARTS & ENTERTAINMENT: NATURAL AGATE
» SPEAKER: BRAZILIAN SODALITE
» VILLAGE: HONEY JADE
» CONTEST: PURPLE JADE
» PARTIES: BANDED AGATE
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GHALLENGES / INSIGHTS

» TIME FRAME
* COMMUNICATION W/ PGB FAB

» USING UNFAMILIAR TECHNOLOGIES / NON-STANDARD MATERIALS
- BREAK PROJECT INTO SMALL BITES
» ALL PROBLEMS HAVE A ROOT CAUSE



FUTURE USE

» DATA TRANSFER
» COVERT MESSAGE PASSING (NO RF SIGNATURE)
» ROBOTICS (LOCATION TRACGKING / SENSING)

* BLINKENLIGHTS

» GENERAL PURPOSE ARM DEV. ENVIRONMENT
777







RESOURCES

» DG27 HARDWARE HACKING VILLAGE (HHV)
» EXTRA MATERIALS (GEMSTONES, COMPONENTS, BATTERIES)
» REAL-LIFE ENGINEER FROM NXP

- DESIGN DOCUMENTATION, CODE, ETC.

 www.grandideastudio.com/portfolio/
defcon-27-badge/




ENJOY THE GON!

@JOEGRAND | WWW.GRANDIDEASTUDIO.COM



