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Development hardware iterations

|. Freescale DEMOJM w/
MC9S08JM60 module
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Bill-of-Materials

DEFCON 16 Circuit Board Badge
Bill-of-Materials
Document Version 2.0, June 14, 2008

Note: Do Not Populate C4, J2, J3

Manuf. Part #

1029

T491A106 MO16AT
T491A476 MOOBAT
CO0603C104K4RACTU
C0603C150J5GACTU
HSMH-C192
SFH4650-Z
SD-RSMT-2-MQ-WF
MMBT4401
MCRO3EZPJ681
ERJ-3GEYJ101V
ERJ-3GEYJ470V
MCRO3EZPJ221
MCRO3EZPJ104
ERJ-3GEYJ103V
ERJ-3GEYJ154V
ERJ-3GEYJ105V
RC0603FR-0733RL
KSC341JLFS
MC9S08JME0CLH
GP1US301XP
NX3225SA-12.000000MHZ
DC16 1.0

Manufacturer

g
3

Quantity | Reference
1 BT1 Keystone
C1.C8 Kemet

C2 Kemet
C3,C6,C9,C10,C11 Kemet
C5,C7 Kemet
D1-D8 Avago

D9 QOsram

J1 3M

Q1 Fairchild
R1-R8 Rohm

R9 R12 Panasonic
R10 Panasonic
R11 Rohm
R13,R14 Rohm
R15 Panasonic
R16 Panasonic
R17 Panasonic
R18,R19 Yageo
SWi1 C&K

U1 Freescale
Uz Sharp

Y1 NDK

PCB e-Teknet

OONOOEWN =

2
1
5
2
8
1
1
1
8
2
1
1
2
1
1
1
2
1
1
1
1
1

Distributor
Digi-Key
Mouser
Mouser
Digi-Key
Digi-Key
FAI
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
Digi-Key
FAI
Digi-Key
Digi-Key
N/A

Distrib. Part #
1029K-ND
80-T491A106M016
80-T491A476M06
399-1096-2-ND
399-1051-2-ND
HSMH-C192
475-2569-2-ND
3MS646TR-ND
MMBT4401FSTR-ND
RHM680GTR-ND
P100GTR-ND
P47GTR-ND
RHM220GTR-ND
RHM100KGTR-ND
P10KGTR-ND
P150KGTR-ND
P1.0MGTR-ND
311-33.0HRTR-ND
401-1770-2-ND
MC9S08JME0CLH
425-2527-2-ND
644-1047-2-ND
N/A

Description

Battery holder for CR/123A

10uF tantalum capacitor, 16V, 2

47uF tantalum capacitor, 6.3V, 20%, si

0.1uF bypass capacitor, 16V, X7R, 0603

15pF ceramic capacitor, NP0, 50V, 0603

LED, Red, 0603, 1.8Vf, 17mcd @ 20mA (leftover from DC15)
LED, Infrared, 850nm, +/-20 degree angle, 16mW @ 100mA, SMD
SecureDigital memory socket/connector, push-push, R/A, SMD
Transistor, general purpose, NPN, 40V, 600mA, SOT23-3
680 ohm, 5%, 1/10W, 0603

100 ohm, 5%, 1/10W, 0603

47 ohm, 5 10W, 0603

220 ohm, 5%, 1/10W, 0603

100k, ., 1/10W, 0603

10k, 5 /10W, 0603

150k, 5%, 1/10W, 0603

1.0M, 5%, 1/10W, 0603

33 ohm, 1%, 1/10W, 0603

SPST tactile momentary switch, 300gf, 6.2mm x 6.2mm, SMD
Microcontroller, LQFP64

Receiver Module, Infrared (IR), 38kHz, 2.4V-5.5V, SMD
Crystal, 12MHz, 8pF, SMD

PCB (includes assembly and testing)

NEIN
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Prototype testing and verification... No problems!
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Battery selection

AAA v. CRI23A battery

* Battery life (must last > DEFCON, unlike last year)
* Weight

*x Cost

*  Availability

* Required External Components
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Current measurements @ 3.3V
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Current measurements @ 3.3V

INBIVIVAL vy PIVENTS
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LED mode (5.3mA) for 27 hours then IR TX+USB (27.7mA) for 40 hours.
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Development
Environment

Freescale
CodeWarrior 6. |
for MCUs

* DEFCON CD: Professional Edition ($1995!)
courtesy of Freescale for badge hacking, supports
full 60KB of Flash, valid thru 8/20/08

* Internets: Freeware version, 32KB maximum code

space, www. freescale.com/webapp/sps/site/
homepage. jsp?nodeId=012726 \'/7”‘5"\/



Infrared LA

Digital Control Frame
with 38kHz Carrier

’

REMOTE

CONTROL IRTXDIODE | —Z—% | IR RX MODULE ,—» ﬂ H
TX MCU H

Demodulated Digital
Control Signal

Infrared Rays

200V/ @ 200/ § ~ 2163% 10008/ Stop # Q0 8759
—

T : : TR ] omsssvansany PR

1
P
:

[}
Freq(1): 38.0kHz Pk-Pk(1): 459V +Width(1): 7.9us Duty(1): 30.0%
~  Source 42 Select: Measure Clear ‘ Thresholds ‘
1 J D Duty |

AX = 128.000000000ms 1

-~ Mode ~  Source ‘
Normal | 1

38kHz carrier @ 33% duty cycle IR on/off keying (OOK)
(generated via TPM2CHO PWM) Top: IRTX

Bottom: R RX W/ E¥IV



Infrared 2

Pulse Width Encoding
The pulse width defines log. ‘1’ or log. ‘0’ respectively, the pulse distance is constant

LOG. ‘1’ LOG. ‘0’
-

0 1.00v/ 1 & 59207 2000z/ Stop £ ) 1.01V

Sony infrared remote protocof:

Carrier frequency:= 40kHz

Repetition time:= 40ms
Mshb

Startup Menu

Getting ‘ Using About ‘A Language ’
Started | Quick Help | Oscilloscope |  English |

[ L *‘_
Source: http:fiusers.pandora.befdavshomepage Son)’ TV POWGI’ Off www




Infrared: TV-B-Gone TV GONE

*

*

* %

Mitch Altman, Cornfield

Electronics, www. tvbgone . com

Also an open-source kit:
www.adafruit.com/index.php?
maln;page— index&cPath=20

all known TV power off codes
(N.America/Asia)

All codes ported to DC1|6 Badge
TV-B-Gone mode enabled in TX
Mode when no SD card is
inserted in badge

y HIGH POWER UNIVERSAL-REMOTE CONTROL
s /- Just Point & Click:.

TURN AT TV
O or-OFF1 AMATING!



Infrared: Data Transfer

16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCONS
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FCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16D
EFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16
{DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON Ir-lllll‘I}N 16DEFCON 1
|6DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON 16DEFCON
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ON 16DEFCON 16DEFCON 16DEFCON 16DEFCON FCON 16DEFCON 16DEFCON 16DEFCON 16DEFCC
{16DEFCON 16DEFCON 16DEFCON 14_




SecureDigital & FAT |6

* Based on DEMOFLEXISJMSD_Datalogger sample code

*x Card must be > 32MB (otherwise defaults to
FAT 12, which will not work properly)

* Incrementing filenames to prevent duplicates

WAETIN



Infrared: File Transfer

= 46407 10002/ Stop £ [ 650¢

|
AX = 83.000000000ms 1/AX = 12.048Hz AY(1) =-5.78125V : ) “
Mode | «= Source X Y 2 Xl X2 \ :
Normal v -36.8000ms 46.2000ms * % .

IR file transfer, 8 bytes
8 bytes / 83 ms = 771 bits/sec.

* Desired file to send must only have read-only flag set
* CRC-16 sent every 512 bytes
* Intentional |28KB file transfer size limit WNEFIN



USB Bootloader/Debug & Freescale BDM

*x USB Debug = DCI 6Badge.inf driver (USB HID
CDC class)

* USB Bootloader = Driver loaded on GUI install
(JM60 Bootloader GUI Installer 1.1)

* Freescale BDM (Background Debug Mode) =
P&E Multilink or SPYDERO8 (maybe?)

* Automatic bus clock adjustment via
USB DETECT line

® Normal system clock @ [2MHz
©® When USB enabled, clock @ 48MHz

WAETIN



Parts procurement

* Tough to find 8500 quantity of anything
* Decided to use Digi-Key for as many parts as possible

® Huge amount of available stock
® Can ship same day
® Prices comparable or better than other distributors

® Wanted to get as many parts in hand ASAP

* Delays in China customs due to the Olympics was a
big hurdle (some of our packages held for over 5
weeks!)

* No matter how much you plan, there will always be a
problem...

WAETIN



Parts procurement 2

© Before order, quoted 6 week leadtime for SD card
sockets

® After order (May 20), leadtime upped to 8-10 weeks

® After promised ship date of July |16 passed, delivery date
extended to August 8 (uhhhhh...)

® Spent a week on the phone laying down the law!

® Global Product Manager stepped in to clean up the mess
® All parts finally received 10 days before DEFCON

WAETIN



Parts procurement 3

® Selected for microprocessor programming via Future
Electronics

® Missed 5-day turnaround due to yield problems ("bad”
parts)

® Decided to not ship the 6,000+ good parts until fixing
the other ones, thus holding up our production

® Balance of "fixed" parts sent to the wrong address

@ All parts (short 45 pieces) finally received |0 days before
DEFCON

WAETIN



Parts procurement 4

O]

O]

Extremely tight inspection on import/export due to the
Olympics

One box in custody (2500pc. U2 & 4500pc. D9) since
June 30

On July 29 (10 days before DEFCON), tried to send
another set of parts directly from Digi-Key. Held hostage
for ~$1000 tax and 5-day delay. Still sitting there.

On July 31, final attempt to get parts through customs. It
worked! Last batch of parts delivered to e-Teknet on

August 4 (Four days before DEFCON)
In the meantime, scrambling around trying to find suitable
parts in China, planning hand-assembly line using BH/DC

goons, etc. \NETIN







Test unit

Programming Interface

DSR

[|

Cl
C2 0.1uF
0.1uF

Ql
IRF510

Ul|\D ‘-loc Wil O\|' -

D Connector 9F

Test Pass
D2 Green LED

R4 470
WA

N
U2 “ 716 RS 470

TSOP32238 W
2

VCC
C ouT —_— D3
GND | No Signal

Infrared Receiver

Battery Input EG1271

O==C i

Rie{ e
’ OuF

.-....U,I

2008
Seesecons oo

C: No Test
@* Slqnal Dass
R3

.
L ca ;
oo | el
= P2 ua 02 =

153l 1 sbpeg 9130




Test procedure

lu ,
i i o

':n’nnnn,n WO .of -
" B

%’i&u;zza =Tz |§ |

** Code on the DEFCON CD

NN



Total badge types

Press = Green 5S5oldermask / Hhite 5S5i1lkscreen = 158
Uber = Black 5Soldermask » Yellow 5Si1lkscreen = 1808
Goon = Red 5oldermask ~ Mhite 5S5ilkscreen =— 288
Staff = Red 5Soldermask / Hhite 5i1lkscreen = 158
Speaker = Blue 5Soldermashk #/ Mhite 5S5i1lkscreen = 258
vendor = Purple Soldermask / MHhite 5ilkscreen = 188
Contest = ¥Yellow Soldermask # Red Silkscreen = 58
Human = Mhite 5Soldermask / Red 5Si1lkscreen = 75088

Total: &588 pieces

WAETIN



Beauty shots...
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Time Breakdown

Engineering

79.4% 158:45 Research

8.9% |7:45

Meetings
2.5% 5:00

Writing
1.9% 3:45

Admin
7.4% 14:45

TOTAL: 200 hours (v. 170 hours @ DCI5)

(does not include 20+ hours of dealing with logistics/supply chain issues!) WWN
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Complete source code, schematics, etc. on DEFCON CD




This progectT daid notT
happPpen i1n a vaCcuum.

Freescale (esp. Dennis Hicks, Angel
ez ]lc] (Galarza, Luis Puebla, Jose Ruiz, Erin
Greene, David Niewolny)

e-Teknet - PCB manufacturing & assembly,
completed & shipped 8500 badges in under a
week

Keely, co-creator of Kingpin back-up unit
due to be released September 25,2008

@%/& The Dark Tangent, Ping, KS, V3rtigo, LosT,
' and other BH/DC staff WNERIN
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