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SALEEM RACHID: BREAKING THE LEDGER SECURITY MODEL


https://saleemrashid.com/2018/03/20/breaking-ledger-security-model/
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AMLBIOS (C) 2009 American Megatrends., Inc.
i ASUS 1005HA -ARPT BIOS Revision 1102
| 'CPU : Intel (R® Aton (TM) CPU N270 @ 1.60GHZ
Speed : 1.60 GH=z

Press ESC fox BBS POPUP
Press F9 for image recovery
Press ALT+F2 to execute ASUS EZ Flash
DDRI1I-533/CL4., Single-Channel Mode
Initializing USB Controllexs .. Done.
1016MB OK (Installed Memory Size:1024MB)
USB Device(s) : 1 Storage Device
Auto-Detecting Pri Master..IDE Hard Disk
Pri Master: Hitachi HTS543216L9SA00 FBZ20C40C
Ultra DMA Mode-5., S.-M.A.R.T. Capable and Status OK
Hard Disk locked, enter user password:
{(Press <ESC> to suwitch to Master Passuword)
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4.7 Security Mode feature set

The optional Security Mode feature set is a password system that restricts access to user data stored on a
device. The system has two passwords, User and Master, and two security levels, High and Maximum. The
security system is enabled by sending a user password to the device with the SECURITY SET PASSWORD
command. When the security system is enabled, access to user data on the device is denied after a power
cycle until the User password is sent to the device with the SECURITY UNLOCK command.

A Master password may be set in a addition to the User password. The purpose of the Master password is to
allow an administrator to establish a password that is kept secret from the user, and which may be used to

unlock the device if the User password is lost. Setting the Master password does not enable the password
system.

4.7.2 User password lost

If the User password sent to the device with the SECURITY UNLOCK command does not match the user

password previously set with the SECURITY SET PASSWORD command, the device shall not allow the user
to access data.

If the Security Level was set to High during the last SECURITY SET PASSWORD command, the device shall
unlock if the Master password is received.

If the Security Level was set to Maximum during the last SECURITY SET PASSWORD command, the device
shall not unlock if the Master password is received. The SECURITY ERASE UNIT command shall erase all

user data and unlock the device if the Master password matches the last Master password previously set
with the SECURITY SET PASSWORD command.

ATA/ATAPI-7 V1


http://ebook.pldworld.com/_eBook/ATA%20spec/ATA7_Spec.pdf

@ Dolphlndatalab Data Recovery Tools  Solutions  Training  Support  Free Quote  About Q
FOR YOUR BETTER D.R. SUCCESS

Shop You are here: Home / Shop / Data Recovery Hardware / DFL-SRP All-In-One USB3.0 Data Recovery Equipment

DFL-SRP All-In-One USB3.0 Data
Recovery Equipment

(339 customer reviews)

Categories: Data Recovery Hardware, Featured Data Recovery Tools, HDD Firmware Repair & Data Recovery Equipment Tags:

data recovery equipment, data recovery hardware, usb3.0 data recovery tool

Description Reviews (339)

Description

DFL-SRP All-In-One USB3.0 Data Recovery Equipment is the world's top data recovery equipment
supporting all hard drive brands (Seagate, WD, Hitachi/IBM, Samsung, Toshiba, Fujitsu) on logical
data recovery, bad sector data recovery, repairing bad sectors, editing models, editing SN and
capacities, password removal, reset smart, repairing firmware failures, updating firmware,
repairing undetected and busy hard drives and getting lost data back.

DFL-SRP=DFL-Super Recovery Plus and it's one real professional and cost-effective data recovery

equipment from Dolphin Data Lab supporting data recovery from three faulty hard drives at the

same time with independent channels at high speed.
DFL-SRP All-In-One USB3.0 Data Recovery Equipment contains the following modules:

e DFL-SRP USB3.0 For Data Extraction

e DFL-SRP USB3.0 For Seagate Firmware Repair

e DFL-SRP USB3.0 For WD Firmware Repair

e DFL-SRP USB3.0 For Hitachi/IBM Firmware Repair

e DFL-SRP USB3.0 For Samsung Firmware Repair

e DFL-SRP USB3.0 For Toshiba/Fujitsu Firmware Repair
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American
- Megatrends

Press ESC for BBS POPUP
Press F9 for

image recovery
Press ALT+F2 to execute ASUS EZ Flash
DDRII1I-533/CL4, Single-Channel Mode
Initializing USB Controllers .. Done.
1016MB UK (Installed Memory Size:1024MB)
USB Device(s) :

1 Storage Device
Auto-Detecting Pri Master..IDE Hard Disk
Pri Master:

Hitachi HTS543216L95A00 FB20C40C

Ultra DMA Mode-5. S.-M.A.R.T. Capable and Status 0K
futo-detecting USB Mass Storage Devices
Beuvice #01

Single Flash Reader =HiSpeed=
81 USB mass storage devices found and configured

Please tnzg?ﬁgﬁfﬂp to recover BIOS setting
EMlS Date/Time Not Set

Press F1 to Run SETUP
Press FZ#to"1oad default values and continue




Boot Loader 7.Ha

YUfa \ "‘ﬁ" Nboot

Keyboard Controls:
[Escl Skip Authentication (Boot Manager)

Enter passuword:

STl rrren B 2




Password Generator - RoboForm

Password has been generated. You can drag it

to any field now. @ ’ |

kisyBstqWxTIcjzOTFVk B

| Copy new generated password to clipboard

¥ Advanced settings

K3

Number of characters: 20 =

| Exclude similar characters

" |Hexadecimal 0-9, A-F
VIA-Z a-z 0-9 ||
Minimal number of digits:

Bit Strength = 116




Version 7.9.14 -- June 10, 2015

* Chrome: speed up message processing, when there is a lot of tabs.

* Chrome: avoid message queue overflow when user has a lot of tabs and windows.

* Chrome: fix RF toolbar for Chrome Basic Auth is shown at wrong position on high DPI.

* Chrome: do not ever modify Chrome settings, not even to remove old RF extensions.

* Chrome: make RoboForm extension for RoboForm Full (not Lite) visible in Chrome Web Store.

* Password Generator: increase randomness of generated passwords.

ROBOFORM FOR WINDOWS VERSION NEWS


https://www.roboform.com/news-windows/

rile  Edit  Analysis Graph Navigation oSearch oSelect 100Is WwWindow nelp
B &= PRPRPPE JQIDULFVEB:- @2 vwea /VEd®DG.L0BO 183+ @
oG 10 X i O T @ G- x| o snen - wfomd) G 0 @ v X
105e53ca 64 a3 00 MOV FS: [0x0]=>ExceptionList, EAX 00000000 23| undefined4 local 456; N )
v Wl’ObOfOfm.d" 00 00 00 24 int *local 42c; h
@ Headers 105e53d0 33 ff XOR EDI, EDI 25| undefined4 local_password_str_16 [259];
(&) .text 105e53d2 g: :: ;g . MOV dword ptr [ESP + local_c],EDI 26| uint local 1c;
(5] .rdata 27| void *local_14;
@ data 105e53d9 8b 45 @8 MOV EAX,dword ptr [EBP + param_2] 28| undefined *puStack 10;
B .rsrc 105e53dc 57 PUSH EDI 29| undefinedd4 local c;
. 105e53dd 8b f1 MOV ESI,param_1_00 * 1 38| char sHex char set;
(&) .reloc 105e53df 89 44 24 3c MOV dword ptr [ESP + local_42c],EAX = | 31| uint string_len;
(5] Debug Data 105e53e3 89 7c 24 3 MOV dword ptr [ESP + local_43@],EDI Bl 5
=) twdb g 4 CALL —time64 timeod_t “”"‘" 33| puStack_10 = &LAB_108d@ea2;
1c 00 L3 34| local_14 = ExceptionList;
v M SUB time_in_seconds,dword ptr [DAT_10cef548] 35| local 1c = DAT 10cdbcfd4 ~ (uint)auStack 454;
f5 ce 10 o , 36| string_len = DAT 10cdbcfd ~ (uint)&stack@xfffffbao;
Program Tree X 105e53f2 89 54 24 34 MOV dyord'ptr [ESP + time_in_seconds_reduced], time... 37| ExceptionList = &local 14;
| , 105e53f6 50 PUSH time_in_seconds | y | 38| local ¢ = @;
- — , , 40| local_430 = 0;
> § DllUnregisterServer 105e53fc 8b 46 04 MOV time_in_seconds,dword ptr [ESI + 0x4] - 41| ‘time_in_seconds = __time64((__time64_t x)0x0);
> §F entry M SuB dword ptr [DAT_10cef548],0xe3a78 | 42| time_in_seconds_reduced = (undefined4)((ulonglong)time_in_seconds >> 0x20);
> § RunAutoUpdate f5 ce 10 43| _srand((int)time_in_seconds - _DAT_10cef548);
> § RunEditor 78 3a e 00 44| _DAT_10cef548 = _DAT_10cef548 + -@xe3a78;
> § RunEditor 105e5409 83 C;‘ 08 ADD ESP,0x8 45| if ((param_1_00[1] < 1) || (@x3f < param_1_00[1])) {
- f RunPassGen 105e540c 3b c CMP time_in_seconds, EDI 46 Error_Handler_Assert(".\\portable\\sib-password-gen.cpp",0x2f,0,0,1,string_
» § RunPassGen 105e540e 7e @5 JLE LAB_105e5415 a7 3
> §  RunShellWindowsWatcher 1055410 83 f8 40 MP time_in_seconds, x40 48| if (0x200 < GUI_Number_Chars) {
>-f RunShellWindowsWatcher 105e5413 7c 13 JL LAB_105e5428 49|  GUI_Number_Chars = 0x200;
> | Functions : 50 }
> |O» Labels - 10565415 6a 01 LAB—}:JS;:'S“S ox1 XREF [1]: 105e540e(;) 51| local_43c = FUN_105847c0();
> 52| local_43c = local_43c + 0x14;
> gﬁg;seess e 105e5417 57 PUSH EDI B ocalc=2 '
: 1850418 54 e — 54 local 448 = FUN_105847¢0();
Filter Q v T1AEAEATI0 £~ OF DIHcu A+ v - = .
: B O e e e e ey e aayasy B B B B B e o T oy S A VO
i) Data Type Manager v X @ x = x
ipti i | Code Unit
= -=- - = Type B, Category Description Location Labe
Iili Cl Note RunPassCen Large 1045d760 RunPassGCen PUSH EBP
Data Types
ﬂ . Note RunPassGen Small 1045d840 RunPassGen PUSH EBP
; —‘B"LM:TVPZS" L ofo Note Real password generator here? int, *wchar_t 1045d8d0 RealPassGen? PUSH EBP
; ‘ ;:n:o:;"'vslg 302 ) Note _rand Call to _rand 1052a460 FUN_1052a460 PUSH EBP
S . Note _rand Call to _rand, modify input parameter  105e5240 rand_with_param CALL _rand
Note _rand Large function call 103ae330 FUN_103ae330 PUSH EBP
Note sib-password-gen.cpp 105e5390 sib-password-gen.cpp PUSH EBP
Note _srand Figure out what this address/value is 105e53ec SUB time_in_seconds,dword p...
Filter: Q ="

105e53e7 CALL 0x107a81b9

sib-password-ge...
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i 4
* passwordgenerator.exe - PID: 876 - Module: roboform.dll - Thread: Main Thread 5776 - x32dbg

— ] X
File View Debug Tracing Plugins Favourites Options Help Oct5 2023 (TitanEngine
N - S5 E 0 Y5 ¢ 2 P ¢ v @ fx# AL B @
& cru L4 Lo _~ Notes ® Breakpoints Memory Ma L) call Stack =% SEH 1 Script & Symbols <> Source References W Threads ® Handles £ Trace
g p R K
e[| 78DAS53C2 50 ush eax .
e[| 78DA53C3 8D8424 50040000 ea eax,dword ptr ss:[flesp+450] . Hide FPU S
®(|78DA53CA 64 :A3 00000000 mov dword ptr E:[O],eax eax N 66CE6550 D 3
®||78DA53D0 33FF xor edi,edi EBX 00000000
78DAS53D2 89BC24 58040000 d d ptr ss:[esp+458],edi lword ptr ss:[esp+458
o|780a5300| 8845 08 e B thtnd RS ST [dword ptr ss:[esp4s81] |l cex  ooooooo0 W | SYONe@IDNoRL~ riWiona
®|78DA53DC 57 push edi EDX 00000000
e||78DA53DD 8BF1 mov esi,ecx esi:&L" ! @#IRA&*" EBP  O0CFAA20 [_] Copy new generated password to clipboard
e|| 78DAS3DF 894424 3C mov dword ptr ss:[esp+3cC],eax ESP  OOCFAS5CO
®||78DAS5S3E3 897C24 38 mov dword ptr ss:[esp+38],edi ESI O00CFC798 &L" 1 @#T%A&*"
78DAS53E7 E8 CD2D1cC00 call roboform.78F681B9 call _time64_t and proc EDI 00000000 ¥ Advanced settings
: ®| 78DAS53EC 2B0S 48F54A79 sub eax,dword ptr ds:[794AF548] Subtract counter value f
i [EIP, 3: I 285424 34 ;'S\S’hd"e'grd ptr ss:[esp+34],edx EIP 78DAS3F2 roboform. 78DAS53F2
.5 S8DAS5S3F6 X = &
®||78DAS3F7 E8 AA351cC00 call roboform.78F689A6 call _srand (seed PRNG) EELAGS 00200305 Number of characters: [ 20‘ . 4
®|| 78DAS3FC 8846 04 mov eax,dword ptr ds:[esi+4] ZE 0 PE1 AF O -
®||78DAS3FF 812D 48F54A79 783A0EC Sldjg dword ptr ds:[794AF548],E3A78 subtract fixed value (0x OF 0O SEFO DF O DEXdUde similar characters
®||78DA5409 83C4 08 a esp,8 : .
®|| 7 8DAS40C 3BC7 cmp eax,edi CFX T3 I 1 Hexadecmal 0-9, A-F
o P 7 ot IS RDimRE REeAs Lasterror 00000000 (ERROR_SUCCESS) D :
®|78DA5410 83F8 40 cmp eax,40 40:'@’ - - I r '
, e|78DA5413| + 7C 13 j1proboform. 78DA5428 LastStatus C0000034 (STATUS_OBJIECT_NAME_NOT_FOUND) MA-z Ma-z [Ho-9 1@F5% AT
»@(| 78DA5415 6A 01 push 1
| ®||78DA5S417 57 push edi GS 0028 FsS 0053
; pA :-gl[?AfiLé 57 push §d1 ES 0028 DS 0028B
] ®(|78DA5419 6A 2F push 2F - § CS 0023 SS 002B
1 ®(|78DA541B 68 70011C79 push roboform.791C0170 791€0170:".\\portable\\s
; | [Bin s S8 /REAFORE ng roboform. 78D44EAQ sT(0) 00000000000000000000 x87r0 Empty 0.0000000000000000!
! ot i el e i i In e ch sT(1) 00000000000000000000 x87r1 Empty 0.0000000000000000!
-1 dhemiiyapdas S1FE 00020000 ot e bt S e sT(2) 00000000000000000000 x87r2 Empty 0.0000000000000000!
e «fg:[i:;_:?i « 7E 05 j'lg rob(’)%b;'m 78DA54 38 sT(3) 00000000000000000000 x87r3 Empty 0.0000000000000000
e —;E‘[;;E_; 23 BB 00020000 mov ebx.200 . ST(4) 3FFF8000000000000000 x87r4 Empty 1.0000000000000000!
.ell 78DA54 38 E8 B83F3F9FF call rot’Jofbrm.780447c0 ST(5) 40078000000000000000 x87r5 Empty 256.00000000000000 v
®||78DA543D 83C0 14 add eax,14 < >
®||78DA5440 894424 28 mov dword ptr ss:[esp+28],eax [dword ptr ss:[esp+28]]:
|| 78DA5444 C78424 58040000 0200C mov dword ptr ss:[esp+458],2 [dword ptr ss:[esp+458]] . | Default (stdcall) v |5 %[ ] unlocked
®|| /8DAS44F E8 6CF3F9FF call roboform.78D447C0 1: [esp_'_4] 7782FAC1 7782FACL
< > o [esp+8] 00CFAE2C O0OCFAE2C
dword ptr ss:[dword ptr ss:[esp+34]]=[00CFA5F4]=00CFA880 3: [esp+C] 0000000F 0000000F
e EoscEzap [esp+34]1]=I[C ] 4: [esp+10] 00000000 00000000
5: [esp+14] 00000080 000000BO
.text:78DA53F2 roboform.d11:$5E53F2 #5E47F2
sk : ; g : | o G PEEIE) 0000036C
¢'s Dump 1 ¢ Dump2 &% Dump 3 ¢y pump4 ¥ pumps @ watch1 I*=I" Locals # Struct EOOOlOZOl )
Address | Hex ASCII A | oocrasce 8(6)3(8)88(8)8
771C1000[16 00 18 00[80 7E 1C 77 (14 00 16 OO|EQ 7C 1C 77 [M---e~eW.o...a]. W e da [ B
771€1010(00 00 02 00|2C_5D 1C 77 |0E 00 10 00|AQ0 7F 1C 77|....,]-Weuu. ..W Harraund |rrrerter
771C€1020(0C 00 OE 00|90 /F 1C 77|08 00 0A 00|18 7C 1C 77|..ccu.. v i |.w |:||‘-|.:F_‘_:~;:’:: 00000000
771C€1030(06 00 08 00|70 /F 1C 77|06 00 08 00|80 /F 1C // A W l:“:]‘:FT;E_ﬁ:’ 000AO28A
771C1040(06 00 O8 00O(/7/8 /F 1Cc 77|06 00 08 00|88 /F 1C /7 = e RS W f]r:p\':p?;p‘ﬂ 00000000
771C€1050(1C 00 1E 00(14 /7D 1C 77120 00 22 00|18 82 1C //|..... | 9 R lillilj:FT;Ei 00000000
771C1060|84 00 86 00|90 81 1C 77|20 6C 1F 77|70 48 2C 77 |....... w 1.wpH,w R s
771€1070(80 B4 1e 77|BO 46 2C 77(20 20 1F 77|BO 69 1F 77|. .w'F,w .w'i.w l:“:I“,:FT;E.l:‘ FFEFEEEE
771C1080(30 47 2C 77 |F0O 47 2C 77|90 57 1F 77|70 48 2C 77 |0G,wdG,w.W.wpH,w l:'ll‘t]'ftpfgp;?, 00000000
771C1090|BO 25 1F 77|BO 69 1F 77|80 47 2C 77|EQ0 47 2C 77|°%.w*i.w.G,w0G,w OOCF;\SF4 000A028A
771C10A0|EQ D4 22 77 (70 48 2C 77|00 00 00 00|00 00 00 00|36"WpH,W........ OOCFASES] 00000000
771C10B0|00 OO0 00 00|57 14 01 E2(46 15 C5 43 |A5 FE 00 8D ..6.bw..éF.AC¥b.. flliliipfépﬁf 00000000
771C10CO|EE E3 D3 FO|06 00 00 00|9C _7C 1c 77|01 00 00 00|73a09..... - el el . . ~,me
771C10D0| 9A 88 13 35|96 5D BD 4F |8E 2D A2 44|02 25 F9 3A ...5.]'/20.100.%02 00CFAG00|76276CC1 | return to gdi32.selectobject+2l from 777 v
771C10E0(06 00 01 00|80 7C 1Cc 77|02 00 00 OO|(E3 28 2F 4A|..... v Bl v ¢
Z7Z1C1NENIRA 52 41 44 |RA_OC DA _Qn/da 4a AE 2RINA 0N N2 NNl 'SAn® A 11nk
Command: |Commands are comma separate (like assembly 1 tructions) ea = Default 2 T Mod
est Mode
. . " . " 1 i i . . . . b
| Running |INT3 breakpoint "Patch time" at roboform.Z8DAS3F2! Time Wasted Debugging: 0:05:30:47 Windows10 Liome
Build 19041.vb_release.191206-1406
=1 5] =i = (3 { o & 8:56 PM p—
2 0O H ® ¢ ©¢ 2 [ © o % £ © N R g B



n File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help ’ L Search ~ RoboFormWrapper Signin — s
F0-0 | il .+ " ~ | |Release ~||x86 ~| P Local Windows Debugger ~ [> - BB ik A E| B2 R AAN < e &
RoboFormWrapper.cpp + X v & Solution Explorer §
[*s] RoboFormWrapper 'I (Global Scope) 'I +1 .3 Oo-sOF ‘ o S 5
1 =// - _ P 5
2 // RoboFormWrapper.cpp : This file contains the 'main' function. Program execution begins and ends there. SEHOR I, BRI AT |
3 // For use with RoboForm 7.9.0 F4 Solution 'RoboFormWrapper' (1 of 1 project)
1] // Compiled and tested w/ Microsoft Visual Studio 2022 version 17.7.6 4 RoboFormWrapper
5 // P o0 References
6 // Must be run as administrator in order to properly set time in Windows I b &I External Dependencies
7 // Ensure Windows does not automatically sync or update time while program is running - B Header Files
2 L1/ E £ Resource Files
10 —#include <stdio.h> 1 . 4 &9 Source Files
11 #include <time.h> " P *4 RoboFormWrapper.cop
12 #include <Windows.h>
13 #include <psapi.h>
14 #tinclude <iostream>
15 #include <conio.h>
16 #include <WinUser.h> g
17 #include <wchar.h>
18 #include <signal.h>
19
20 // Define time range in seconds since Unix Epoch (January 1, 1970 UTC)
21 time_t PrecomputeStartTime = 1362124800; // Fri Mar 01 2013 08:00:00 GMT +0000
22 time_t PrecomputeEndTime = 1366441200; // Sat Apr 20 2013 07:00:00 GMT +0000
23
24 // Signature scanning to find desired function within the DLL
25 const char* signature = "\x55\x8B\xEC\x83\xEU\xF8\x6A\xFF\x68\xA2\x0E"; // Target signature (beginning of password generator)
26 const char* mask = "xxxxxxxxxxx"; // 'x' means match, '?' means ignore
27 v

-

Fv 4 | ' | 8 »  Lm13 Ch:19 MIXED CRLF

@ No issues found

100 %

Output

Show output from:

Error List Solution Explorer REARSGERES

D Ready T~ Add to Source Control = ] Select Repository = Q

@ O ® C © » C 0 & £ Ao @ o

I
J



“ File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help ‘ L Search ~ RoboFormWrapper Signin

= \ i - 2 ’ ) ~ ' ~ | |Release ~||x86 ~ ([ P Local Wiadows Debugger |~ > - [ ) ’ 53 ; abe ‘ A (E| B2 l A AW =
Local Windows Debugger -

RoboFormWrapper.cpp + X v # Solution Explorer o]
[*s] RoboFormWrapper vl (Global Scope) vI@ main() dkd = o-s =l ] o K §

i:? - 5 - Search Solution Explorer (Ctrl+;) Rl §

192 =] __asm 73 Solution 'RoboFormWrapper' (1 of 1 project)

193 { B 4 RoboFormWrapper

194 mov ebx, [minimum_chars] : P o0 References

195 push ebx b External Dependencies

196 sub ebx, 1 : 5 Header Files

197 mov eax, [num_chars] _

n 7 Resource Files

198 push eax _

199 lea ecx, dword ptr[special] E 4 &9 Source Files

200 push ecx . P *4+ RoboFormWrapper.cpp

201

202 call dword ptr[foundAddress] // Call the actual password generator function

203 mov dword ptr[doubleResult], eax // Move the generated password into our variable

204 I h .

205 |

206 // Output the result

207 printf("%lld ", time_cnt);

208 wprintf(L"%ls\n", (wchar_t*)doubleResult[0]);

209 i 3

210

211 // Free the DLL

212 FreeLibrary(hModule);

23

214 // Hack the planet!

215 return 0O;

216 |} -

100 % @ No issues found &~ E b Lln: 205 Ch:1 MIXED  CRLF

Output v 1 X

Show output from:

Error List gelifelVjs Solution Explorer EEIN@ENRTe{=S

" Add to Source Control M Select Repository = Q

| 3:49 PM
/\ ]
o 1) & 12/15/2023 L]

@ 0O

)
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Today

ht @Ulmwoiwn glnmmlmo'u Bll.mwklwww

tamc & . ol » foanr /.\
0
ars
Qnd: (,gll"n“ “i‘. "5?‘ b simd dla naiin WA AL Narrek onon alo
¢ Wallet verschlissee

')(’5\‘*“ 11‘1( .

betrag: D | :
Neue Pass| 0 Die Wallet-Passphrase wurde erfolareich aesndert

Neue Passy

T{_»b:
V ( ancel
U ORI D 240 [Timgstamp to Human dateJ (k
Unix timestamps in seconds, milliseconds, micros
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= Adventures of Wallet Hacking
Joe's YouTube Channel

offspec.io
ChipWhisperer
ChipSHOUTER

Across International Drying Oven
Dolphin Data Lab DFL-SRP
RoboForm Password Regeneration

XGecu BGA Socket Adapter
Hakko FR-870B Infrared Preheater


https://grandideastudio.com/portfolio/security/adventures-of-wallet-hacking/
https://www.youtube.com/c/JoeGrand
http://offspec.io
https://www.newae.com/chipwhisperer
https://www.newae.com/chipshouter
https://www.acrossinternational.com/ai-200-c-0-5-cu-ft-4-shelves-max-forced-air-drying-oven-110v.html
https://www.dolphindatalab.com/product/dfl-super-data-recovery-equipment/
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https://hakkousa.com/fr-870b-ir-pcboard-preheater.html




