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Perspectives from the L0pht

๏ A look back at growing up in the early days 
of the computer security industry

๏ How things have changed (or stayed the 
same)
• What we had to face as hackers then

• How different the security community is now

• Are we any better off?



Back in the Day...

๏ If you were involved in computers, you were 
in the minority
• It was not a "cool" or "sexy" thing to do

๏ Being a hacker was at your own risk

๏ Computer security was not often in 
mainstream media



The Security "Industry" Before



The Security Industry Now



๏ Started in the early 1990s as a clubhouse for 
local hackers
• Store computer equipment

• Tinker w/ projects

• Experiment with new and old technologies

• Just hang out

๏ Turned into tight-knit friends changing the 
face of computer security vulnerability 
research and disclosure



The L0pht
๏ All met online through local Boston, MA BBSes

๏ One of the first "hacker spaces"

๏ Early membership changes, with the core group 
solidifying around 1996

๏ In the late 90s, decided to try and become self-
sufficient
• Focus more on researching and disclosing vulnerabilities

• No holds barred, tell it like it is

• Cover rent and expenses w/ t-shirt, electronic kit, hacker 
CD, and flea market sales



The L0pht
๏ Anticlimactic ending in January 2000

• Joined forces with VC to start security consulting firm 
@stake (now part of Symantec)

• Original members all went their separate ways (some still 
involved in security)

๏ Played a very important role in my life and 
shaped me in many ways



The Early Days (~1994)



The Early Days (~1994)



The Early Days (~1994)



Unauthorized Access by Annaliza Savage, 1994
www.youtube.com/watch?v=EUiWzwmDSx8

The Early Days (~1994)

http://www.youtube.com/watch?v=EUiWzwmDSx8
http://www.youtube.com/watch?v=EUiWzwmDSx8


Wired Magazine, August 1996

The Heyday (1996-1999)



EETimes, Sept. 22, 1997

The Heyday (1996-1999)



The Heyday (1996-1999)



The Heyday (1996-1999)



The Heyday (1996-1999)



The Heyday (1996-1999)



Advisories

๏ Full disclosure of our discovered vulnerabilities, 
starting ~1996

๏ We didn't play favorites
• No corporate backing

• No greased palms

• We wanted to force the vendor to fix the problem

๏ We weren't looking to make $



๏ Now, the landscape is completely different
• Vendor pressure to prevent release of information

✴ Threatened legal action

✴ Talks pulled from major conferences

• Advisories used as marketing by consulting companies to gain 
more clients

• Corporate interests determine what is publicly released

Advisories



L0pht Heavy Industries web site archive
http://servv89pn0aj.sn.sourcedns.com/~gbpprorg/l0pht/l0pht.html

Advisories



๏ There were no "accepted practices" like there 
are now
• No full v. responsible disclosure debate

• We were making it up as we went along

๏ If we were able to figure it out, chances are 
other people have figured it out, too
• ...and potentially using it for illegitimate purposes

Advisories



๏ If we didn't push the issue and publicly release 
information, nobody would have paid attention

๏ Most times, the vendor would keep stretching 
the time needed to fix the problem or just blow 
it off
• Microsoft: "That research is purely theoretical."

• L0pht: "Making the theoretical practical!"

Advisories



๏ Mudge on Exploits...
• "We made tools. Give Jimmy Carter a hammer and he's 

going to build a new house for somebody. Give it to 
somebody with a little less ethics, they might go break a 
window with it or beat somebody over the head."

๏ Some people disagree(d) with our approach
• We were doing things in a way that had never been done 

before

• Ex.: www.theregister.co.uk/2010/04/23/
verizon_narcissistic_vulnerability_pimps/

Advisories



Senate Testimony (May 1998)



Weld Pond, Space Rogue, Tan, Kingpin, Mudge, Brian Oblivion, Stefan Von Neumann

Senate Testimony (May 1998)



๏ Discussed multiple threat vectors and worst-
case scenarios against computer and 
communication systems
• Software/application, network, hardware, wireless/satellite

• Imagine what could happen with a dedicated, focused team 
(foreign government, military, intelligence agencies, 
organized crime, overseas competitors, etc.)

๏ Internet (and other technologies) not 
designed for security, but being used and 
trusted in that manner
• Originally designed to share information

Senate Testimony (May 1998)



๏ Senator Lieberman: "Modern day Paul 
Reveres" for our warnings

๏ But, the media needed a sound bite...

Senate Testimony (May 1998)



Senate Testimony (May 1998)



Late Night with Conan O'Brien, May 20, 1998

Senate Testimony (May 1998)



Trivial Pursuit: Genus 5 (circa 2000)

Senate Testimony (May 1998)



Trivial Pursuit: Genus 5 (circa 2000)

Senate Testimony (May 1998)



The Sellout (2000)

Newsweek, January 17, 2000



The Sellout (2000)



๏ Wireless
• 1997: Intercepting POCSAG/Mobitex pager traffic (Kingpin)

• Now: Insecure wireless networks, out-of-band 
authentication via text messaging, cellphone baseband 
hacking

• Wireless was never fixed, but everyone jumped onto it, 
anyway

๏ Buffer Overflows/Browser Exploits
• 1995: "How to Write Buffer Overflows" (Mudge)

• ~1997: First IE buffer overflow (Dildog)

• Now: Code is still written poorly and people/corporations/
governments are getting 0wned all over the place!

Has Anything Really Changed?



๏ Consumer Watchdog
• 1999: Cyberspace Underwriters Laboratories (CyberUL) 

(Tan)
✴ Consumer Reports-like reviews and warnings of tech. products
✴ http://dl.packetstormsecurity.net/docs/infosec/

cyberul.html

• Now: Still no accountability
✴ Who is responsible for design/creation/release of insecure 

products?

✴ Vendors can freely make erroneous claims

✴ Users pay the price

Has Anything Really Changed?

http://dl.packetstormsecurity.net/docs/infosec/cyberul.html
http://dl.packetstormsecurity.net/docs/infosec/cyberul.html
http://dl.packetstormsecurity.net/docs/infosec/cyberul.html
http://dl.packetstormsecurity.net/docs/infosec/cyberul.html


๏ Things have arguably gotten worse
• The online presence of people, companies, and 

organizations has grown larger
✴ The entire world is connected now. 

• Users and vendors are not learning from history

• Many companies now involved in this industry selling 
security products that give us a false sense of security

• We rely on technology for every aspect of our daily lives

• Exploits being developed on a daily basis...
✴ ...and lots of script kiddies out there using them!

Has Anything Really Changed?



๏ People assume someone else is looking out 
for the technology we use and is keeping 
track of problems
• Not verifying and validating for themselves

๏ Vulnerability/attack response
• Many SW vendors are more accepting of security issues

✴ security@*.com

✴ Some even paying bug bounties (Google, Mozilla)

• But, HW vendors are stuck in the 90s

๏ We still have a long way to go...

Has Anything Really Changed?



The End!

[ joe @ grandideastudio.com ]


